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Hudopmausonnas namsiria ais HeCOBepILIeHHOIETHHX
no Bomnpocam kHGepOe3onacHoOCTH B ceTH «HHTepHe |
|

Kounmeegnue BHPYChI
|

KomnbrotepHsiit  Bupyc - 310 Pa3HOBHIHOCTb KOMIIbIOTEPHBIK MPOrpamM,
OTJIHIHTENIBHOH OCOGEHHOCTBIO KOTOpOi sBiseTcs CMOCOOHOCTE K Pa3MHOXKEHHIO
(konupoBaHui0). B nonosnHenne 3TOMY, BHPYCbl MOT'YT MOBPEIHTH HIIH MOJHOCTBIO
YHHYTOXHTb BCe Qaiiyibl U jnaHHbIE, [IOIKOHTPOJIBHLIE T0JIB30BATENIO, OT HMEHH
koToporo Obuia 3amyineHa 3apakEHHas NporpamMMa, a Takxke MOBPEAHTb HIM Jae
YHUYTOXHUTE ONEPALHOHHYIO CHCTEMY CO BCEMH ¢aiinamu B nenom. B \OonbiMHCTBe
Cily4aeB pacnpoCTpaHsIOTCS BUPYChI Yepes3 HHTEpHeT. '

MeTtoasi 3amuThI 0T BpenonocHbIx nporpamm: !

|
I. Hcnoms3yii coBpemennsie ONEPALIHOHHBIE CHCTEMBI, MMEIOLLHE CePbE3HbIH

YPOBEHB 3aIIMTBI OT BPEJOHOCHBIX MPOIPaMM; |
2. [locrosuHo ycramasnmeaii  martum (uu¢posele  3amnaTkm, KOTOpBbIe
ABTOMATHYE€CKH YCTAHABIHBAIOTCH C LIEJIbIO MOpabOTKH TpPOrpamMMBl) W Apyrue
OOHOBIIEHHS CBOEH ONEPALIHOHHON CHCTEMBL. CkauMBail UX TOJIBKO ¢ ObHIHaTBHOTO
cakita paspaboryrka OC. Ecnu CYWIECTBYET PEKHM aBTOMATHYECKOIo OOHOBIIEHHS,

BKJIIOYH €ro; ,
3. Paboraii Ha cBoem KOMIIBIOTEpE 110 TNpaBaMu nonwo;'sarenn, a He
aJIMHHUCTpaTopa. 3TO HE MO3BOJUT OonbIIMHCTBY  BpeOHOCHBIX MporpamMm

WHCTA/THPOBATBCS HAa TBOEM [1EPCOHATIBHOM KOMITBIOTEpE; |

4. Hcnonbsyit  antuBupycHble NPOrpamMMHbIe  MPOAYKTH!  M3BECTHBIX
POH3BO/IMTEICH, C aBTOMAaTHYeCKMM OGHOB/IEHHEM 6as:

3. Orpannus dusuyeckuii AOCTYTI K KOMIIBIOTEPY JUISi TOCTOPOHHUX JTHIL;

6. Hcnons3yit BHemHKe HOCHTEH HH(pOPMALIMH, TaKKe KaK (JIelKa, THCK Wi
¢aiin u3 Uuteprera, Tonbko M3 [IPOBEPEHHBIX HCTOYHHKOB:

7. He ortkpeiBait KOMIBIOTEpHbIE (allIbl, MONyYeHHBIE W3 HEeHANEKHBIX

HCTOYHUKOB. [laxe Te (aidibl, KOTOPBIE PHCIAT TBOMH 3HAKOMBIIL. JIyume yTo4nu y Hero,
OTNpaBIAJ JIM OH Tebe ux.

Cern WI-FI
C nomowmio WI-Fi moxHO nony4uTte OecrnuiaTHsIi HHTEPHET-0CTyNl B
o0LIeCTBEHHBIX MecTax: Kaje, OTeNsX, TOProBBIX HEHTpax M asponoprax. Tak xe

ABJIACTCS OTIHYHOH BO3MOXXHOCTBIO BBIXOIa B Mureprer. Ho MHorue skcreprsi
CHHTAIOT, 4TO obwenocTynHbie WiFi ceTH He SBISIOTCS 6e30MacHIML

Coserni no 6e3onacuocrn paboTel B obmenocTynubix cerax Wi-fi



|

l. He nepenasaii coro nuunyio MHpOpMaLHIO Yepe3 06[[{6110$Ty[1}lble Wi-Fi
ceTH. Pabotas B HHX, KenaTelbHO HEe BBOJHUTH MapoJiH J0CTyna, JOTHHBl U KaKHe-TO
HOMepa; |

2. HUcnons3yit v obHOBIs#H @HTUBHPYCHBIE MPOrpaMMbl U 6p1:ﬂnmay3p. Tem
CaMbIM ThI 00e30macHILb ce6si OT 3aKaukKH BHPYCA Ha TBOE YCTPOHCTBO; |
3. [Ipu ucnonszosanuu Wi-Fi otkimroun byHkuuo «O61mwmit noetyn K dainam

M rpuHTepam». JlaHHad (yHKUMS 3aKphITA MO YMOTYAHMIO, OIHAKO HEKOTOpble
TONIE30BATE/IH aKTHBHPYIOT €€ 171 yA06CTBa HCMOB30BaHUs B paboTe unjiu y4ebe;

4. He wcnone3yit ny6nuunsiii WI-FI ans fepeaadn JIHYHBIX JaHHBIX,
HalpUMep, /1S BBIXOJa B COLIMANIbHBIE CETH HIIH B JJIEKTPOHHYIO MOYTY;

3. Hcnonp3yii TobKO 3aIIMIEHHOE COeNMHEHHEe yepes HTTPS, a ne HTTP,
T.e. npu Habope Be6-aapeca BBoaM uMeHHO «https:/»; ‘-

6. B mMoGunbHOM Tenedone oTkmoun QyHKuHO «l'IonK,moqéuue Kk Wi-Fi
aBTOMaTH4ecku». He nomyckait aBTOMaTHYeCKOro MoAK/IIOYEHHs yCTPOHCTBA K CETM
Wi-Fi 6e3 TBoero cornacus. ‘

|

ConnansHble ceTH |

CoumanbHas ceThb - 3TO CaiiT, KOTOpBIH NPEIOCTABIAET BO3IMOKHOCTb JIOISAM
OCYILECTBIISTh OblIeHHe Mexay coboil B HTepHeTe. Yalle BCero B HUX sl KakKIO0ro
HEJIOBEKa BBIJEJIACTCA CBOS JIMYHASA CTpaHM4Ka, Ha KOTOPOH OH yKa3miBaeT o cebe
Pas/IMuHyI0 WHDOPMALMIO, HaYHHAi OT MMEHH, (aMMIIMK W 3aKaHYMBAs JTHYHBIMH
dortorpadgusmu. MHOrHe MoJIb30BaTENM HE IOHUMAIOT, YTO HHOpPMALS, pasmelleHHas
MMH B COLIHAJIBHBIX CETAX, MOXET ObITh HaWJeHa U MCIOJb30BaHa KEM YIOIHO, B TOM
YHCIie He 0053aTe/IbHO C G1arHMH HaMEpEHHAMH.

OcHoBHBI€ coBeTbI N0 6e30NACHOCTH B COMHAJILHbBIX CETHX: 1

i Orpanuyb cHCOK Apy3eii. Y Tebs B Apy3baX HE JOKHO GRITh ClTy4yanHBIX
H HE3HAKOMBIX JIKO/IEH; 1

2. 3awKuiai CBOKO YacTHYO *u3Hb. He ykassisaii maponu, Tese(oHBI, ajpeca,
AaTy TBOETO pOX/JICHHS M APYryl JHYHYIO MHGOpMALHIO. 3JIOYMBILUIEHHHKH MOTYT
MCTIONE30BaTh JaKe HH(OPMalLMIO O TOM, KaK Thl W TBOM DOJMTENHM [LIAHUpYeTe
IIPOBECTH KaHUKYJIbI;

3. 3awMiiai CBOIO penyTalHIo - IepXKH ee B YHCTOTe U 3a/1aBaii cebe Borpoc:
xoten 6bl Thl, 4TOOBI APyrue MONb30BATENH BHJEIH, YTO Thl 3arpyxaeuis? [logymaii,
Npex/ie YeM 4TO-TO OMmy6IMKOBATh, HAIIUCATD U 3arPY3HTh;

4. Ecny Tbl roBOpHIIB ¢ IOBMH, KOTOPBIX He 3HAEllb, HE HCTONb3YH CBOE
peaibHOE UM H JIPYTYIO JIMYHYIO HHPOPMALIMK: HMs, MECTO JKHTEIILCTBA, MECTO Y4YeOhl
H mpouee;

5. M3beraii pasmemenus ¢ororpapuit B Mntepuere, rae Toi 1300paxeH Ha
MECTHOCTH, [10 KOTOPOH MOXHO ONpEeIe/IUTh TBOE MECTOMNOJIOKEHHE;
6.  Ilpu perucTpauns B COUHANbHON CETH HEOOXOIUMO UCIIONIB30BATH CIOKHBIE

[1apOJIK, COCTOsAIIME U3 OYKB U LIMGP M C KOTHYECTBOM 3HAKOB HE MeHee 8; !

—



|
f il Jns counanbHOM ceTH, MOYTHI U JIPYTUX CAHTOB HeoﬁxonqulucnonbaoBaTb
pasHbie napony. Torxa eciu Tebs B3JIOMAIOT, TO 3MOYMBILIIEHHUKH I Jy4aT AOCTYII
TOJILKO K OZIHOMY MECTY, a He BO BCe cpa3y. ;
|

JJIEKTPOHHbBIE IeHbIH ‘

ONEeKTPOHHbIE JEHBIH — 3TO O4YeHb YAOOHBIH Crocob [UIATEXKEH, OHAKO
CYLIECTBYIOT MOILICHHHKH, KOTOPbIE XOTAT MOJYYHTh 3TH ICHBIHU.

DJIEKTPOHHbBIEC JIHbIH MOABUIMCH COBCEM HEIABHO M MMEHHO up 3a 3TOro BO
MHOTHX rOCy/apCcTBax J0 CHX MOp He MPOIMKCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHM (QyHKLMOHHPYIOT M O HHUX yXke MPOMUCAHO B 3AKOHE, IJle X
Pa3/Ie/IAIOT HAa HECKOILKO BH/OB - AHOHHMHBIE H HE aHOHHMHBIE. Pa3HHLIA B TOM, YTO
AQHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peluaeTcs IPOBOKTE onepanuy 6e3 nj]:mmbuxauuu
NoNb30BaTeNs, @ B HE AaHOHHMHBIX HAEHTH()HKALHH MOJIb30BATENA SBISETCH
00s3aTeNbHOIA. T

Taxke cnemyer pasnuyaTh  INEKTPOHHBIE — (HATHBIE nequ (paBHBI
FOCYNapCTBEHHbIM BAIIOTAM) H JJIEKTPOHHbIe HeduaTHble JeHbIH (HE paBHEI
roCy1apCTBEHHBIM BaIFOTaM ). |

OcHoBHbIe coBeTbI 110 Ge30macHO paboTe ¢ 1EKTPOHHBLIMH JeHbIraAMH:

1. [IpuBsikyu K cueTy MOOMIIBHBIA TesedoH. ITO caMblit y10OHBIH H OBICTpBIH
cnoco® BOCCTAHOBMTH NOCTYN K cyeTy. [lpuBs3aHHbIi TenedoH NOMOKET, eciH
3a0y/ielib CBOH MIaTeXHbIH MapoJib KK 3aiJellb Ha CaiT ¢ HBBH&KOMOFO‘yCTPOﬁCTﬂa;

2 Hcnonw3yii onHopaszoBeie mnapomu. Ilocie mnepexoga Ha YCHIIEHHYIO
aBTOpH3allHioO Tebe yxe He OyneT yrpoxarb OMNacHOCTh KpaXH HIIH Mepexsara
TUIaTEKHOTO MapoJis;

3. Beibepu cnoxueiii naposb. IlpectynHukam Oyaer He mnpocTo yraaathk
CIIOKHBIA Maposib. HajgexHble maponu — 3TO MapoJik, KOTOpble cozepxar He MeHee 8
3HAaKOB M BKJIHOYAlOT B ce0s CTpPOYHbIE M TNPOMHMCHbIE OyKBBI, LHM(PBI U HECKOIBKO
CHMBOJIOB, TaKHE KakK 3HaK Jo/uiapa, QyHTa, BOCKIHIATEIbHbIN 3HAK H T. . Hanpumep,
StROng!;;

4. He BBOJ1M CBOM JIHYHBIE NaHHbIE Ha caiiTax, KOTOPBIM He 0BepseLLb.

JJIeKTPOHHAS M0YTA

ONeKTPOHHas I10YTa — 3TO TEXHOJNOIUs M MpPeJOCTaBIsEMblE €K YCIYTH Mo
NEPEChUIKE H TOJYYEHHUIO 3JIEKTPOHHBIX COOOLIEHHH, KOTOpble pacHpenessioTcs B
KOMIBIOTEPHON ceTH. OOBIYHO 3JIEKTPOHHBIH MOYTOBBIN SLIMK BBIMJISAUT CleAYyIOIIHM
obpa3oM: UMs_nonb3oBaTens(@uMs_aoMeHa. Takxke KpoMe nepeaayu MPOETOro TeKcTa,
MMeEeTCs BO3MOXHOCTD IlepeiaBaTh (aiibl.

OcHoBHbIe coBeThI N0 Ge3onacHoli paboTe ¢ 31eKTPOHHOMH NOYTO:




1. Hajno BbeiOpaTh mnpaBuiibHBIA MOYTOBBIH cepBuc. B Hﬂn‘epﬂe’re eCcTh

OTPOMHBIH BBIOOP G€CILIaTHBIX MOYTOBBIX CEPBUCOB, OHAKO JTy4Ile JIOBEPATH TEM, KOTO
3Haelllb U KTO NMEepBbIH B peHTHHTE;

2 He ykaswbiBait B 1M4HOI MouTe IMYHYIO HH(OPMALIHIO. Hawpnmep, nydie
BbIOpaTh «My3bIKaIbHbBINA (aHaT(@» umm «pok2013» BMecTo «temal3y»:

3 HMcnonp3yii AByX3TanHyI0 aBTOPU3ALIKIO. JTO KOraa MOMHMO|12pOJIsi HyKHO
BBOJIHTh KOJI, IPUChLIaeMBIii o SMS;

4. Beibepu crnoxHsii naposs. Jjis Kaxa0ro no4ToBoro xuml(a JIOJIKeH ObITh
CBOW HAJIC)KHBIH, YCTOWYMBBIH K B3JIOMY M1apo.ib; |

5. Eciau ecth BO3MOXKHOCTH HalKcaTh CaMOMy CBOii JMYHBIA  Bompoc,
MCII0JIb3YH 3Ty BO3MOXKHOCTB; |

6.  Hcnone3y#i HeckoJbKO I10YTOBBIX SINMKOB. IlepBslif ‘Jmﬂ 4aCTHOM

MEPeNHCKH C aJipecaTaMi, KOTOPhIM Thl J0Bepsiellb. ITO MeKTPOHHBIH Apec He Hajo
MCII0JIb30BaTh MPH pErucTpaldu Ha GopyMax u caiTax; |

4. He orkpeiBaii ¢aiinel U Jpyrue BIOXKEHHS B IIMCbMax Jdxke €ClIH OHH
MPHLLTH OT TBOHX ApYy3eii. Jlydiie yTOYHH Y HUX, OTNIPABIISIIM 1M OHM Tefe ITH (aiiibl;
8. Ilocne okoHuaHus paboOTbl Ha MOYTOBOM CEpBHCE TNiepel 3aKphITHEM

BKJIAJIKH C CaiTOM He 3aby/b HaxaTh Ha «BeIATHY. ,

KubepOyaiHHr HJIH BHPTYaJIbHOE H31€BATEJIbCTBO

KuGepOyumuHr — mnpecneioBaHHe COOOILIEHHSIMH, COJiepKallluMH OCKOpOIeHH s,
arpeccHio, 3amyr¥BaHHe, XYJIMTaHCTBO, COLMaIbHOE OOHKOTHpPOBaHHWE| C TMOMOIIBIO
pa3NM4YHBIX HHTEPHET-CEPBHCOB. |

OcHoBHbIe coBeThl 10 6Gopbbe ¢ kKHOepOy LTHHTOM: |

l. He 6pocaiics B 60ii. Jlydmmit cnoco6: mocoBeToBaThesi Kak cebs BECTH H,
€CJIH HET TOro, K KOMY MOHO 0OpaTHThCS, TO BHaYajle YCIOKOUThCs. Eciy Tl HauHeulb
OTBe4YaTh OCKOpOJIEHHAMH Ha OCKOpOJIeHHS, TO TOJbKO elle OOJbLIE pa30kKellb

KOH(DITHKT;

2. VYnpasnsii cBoelt kubeppenyTauuei;

3. AHOHMUMHOCTB B ceTd MHMMas. CyliecTBYIOT ClIOCOOBI BBISICHHTb, KTO CTOUT
32 aHOHMMHbBIM aKKayHTOM;

4. He cTouT BecTH XynuraHckui obpa3 BHUpPTyanbHOH XKu3HH. MHTepHer
GHuKCHpyeT Bce TBOM HEHCTBHS M COXpaHseT MX. YJalnuTe HX Oyner kpaiHe
3aTPYAHUTENBHO; |

5 Benu cebs BeXIUBO;

6. Urnopupyit enunuuHbldi HeraTWB. (OJIHOpa3oBbie  OCKOPOWTENIbHBIE

cooOIIeH s JTydllle WrHOpHpoBaTh. OOBIYHO arpeccHs MpekpallaeTcs Ha HayaibHOW
CTa/IHH;

7. Ban arpeccopa. B nporpamMax o6MeHa MIHOBEHHBIMH COOOLIEHHAMH, B
COUMANBHBIX CETAX eCThb BO3MOKHOCTh OIOKMDOBKM OTMPABKH COOGLIEHHH ¢
Onpe/ieNIEHHBIX aJIpeCcOB,; |




8. Ecnu Tbl cBuaerens kubepOynnunra. TBou neicTBus: BblCTfyl'lHTb NPOTHB
npecienoBaTens, I0Ka3aTb €My, 4YTO €ero JeHCTBHS OLEHHBAIOTCH  HETaTHBHO,
MOIEPXKATh KEPTBY, KOTOPOH HyXHa IICHXOJI0rH4YecKas MoMOLIb, COOﬁLL*HTb B3POCIIBIM
0 (hakTe arpecCHBHOrO MMOBE/IEHUS B CETH. |

|

MobubHbli Teaedon |

|

CoBpemenHble cMapThOHBI M TUIAHLIETHI COAEpXKaT B cebe BITOJIHE B3pOCIIBIi
(yHKUMOHA, ¥ Tereph OHH MOT'YT KOHKYPHPOBATh CO CTALMOHAPHBIMH KOMIBIOTEPaMH.
OnHako, Cpe/ICTB 3alMTHI U TOAOGHBIX YCTPOMCTB MOKa 04eHb Maso. TecTHpoBaHHue i
MOUCK YA3BUMOCTEH B HUX MPOMCXOIMT He TaK MHTEHCHBHO, kak s [TK, To xe camoe
KacaeTcsi H MOOMJIBHBIX MPHIIOKEHHIA. |

CoBpemeHHble MOOWIbHBIE Opay3epsl yxke NMpPaKTHYECKH AOTHAIM HACTONbHBIE
aHaJIOrH, OJIHAaKO pacluMpeHHe GyHKUHOHaNa BieyeT 3a coboi GONBLIYIO CIOKHOCTE U
MEHBLIYIO 3aLIHALIEHHOCTb.

Hlaneko He Bce NPOM3BOAMTENH BBIMYCKAIOT OOHOBJIEHHS, | 3aKpbIBaIOIIIHE
KPHTHYECKHE YS3BHMOCTH /ISl CBOMX YCTPOHCTB.

OcHoBHbBIe cOBeTBI 1151 6€30MACHOCTH MOGHIBHOIO TeJieona: |
\

1. bynb ocropoxen, Besib korzia TeGe npeuiaraioT 6ecruaTHbIH KOHTEHT, B HEM
MOTYT OBITh CKPbITBI KAKHE-TO ILIATHBIE YCIIyTH;

2. [lymaii, npexze 4eM otnpaButs SMS, GoTo Mk BHxeo. Thl TOYHO 3HAEILID,
rje oHu OyayT B KOHEYHOM HTOre? .

3. HeobxoanuMo 06HOBIIATE OMepalHOHHYIO CHCTEMY TBOEro cMapTdhoHa;

4. Hcnonw3yit aHTHBHpYCHBIE TPOrpaMMbl Ul MOOHIIBHBIX Tered)onos;

. He 3arpyxali npuiioeHHs OT HEH3BECTHOIO MCTOYHMKA, Beb OHH MOTYT
COAepXKaTh BPEJIOHOCHOE NPOrpaMMHOE obecrieyeHue; |

6. [locne Toro kak Thbl BblieLIb ¢ caiiTa, IJie BBOIWI J]HEIH)’}? HHQOPMaLIHIO,
3ali1M B HaCTpoiKH Gpaysepa u yaanu cookies; |

v Ilepnonuyecku npoBepsiii Kakue IUIATHbIE YCIYTH aKTHUBHPOBAHbI HA TBOEM
HOMepe;

8. JlaBaii cBoii HOMep MOOHIBHOrO TenedoHa TOTBKO JHOSAM, KOTOPBIX ThbI
3HAEIlb H KOMY JIOBepsellb;

9. Bluetooth nomkeH GbITh BBIKIIOYEH, KOIJa Thl WM HeE nons3yembcs. He

3a0bIBaii HHOI1a MPOBEPATH 3TO. |

QHIIHHT HJIH Kpaia JTHYHBIX JaHHbIX

['naBHas uenb QUILMHT - BUAA HHTepHeT-MOILIIEHHHYECTBA, COCTQHUT B MOJYYEeHHH
KOH(QHIEHUMATLHBIX JaHHBIX [10J1b30BaTeNeil — IOrMHOB | naposeii. Ha aHrmuiickom
aspike phishing unraercs kak Quumnr (ot fishing — preibHas noBas, password —
napoJs). \

OcHoBHuble coBeTbl 10 Gopbbe ¢ pumMHrom:




I. Cnenu3a cBoum akkayHTOM. EC/H Thi M0/103peBaeLb, 4TO TBOS aHKeTa Gbia

B3/IOMaHa, TO HeOOXOAUMO 3a6JIOKHPOBATh ee M COOBIIUTS anMHHucmaFopaM pecypca
00 3TOM Kak MOXHO CKopee; w

2. Hcnone3yii 6e3onacHeie BeG-caifTl, B ToM 4KcClie, MHTEPHET-Mara3uHoB M
MTOHCKOBBIX CHCTEM;
3. Hcnonesyit cioxkusie u pasmsie maponu. Takum oOpa3am, ecnu Tebs

B3JIOMAKoT, TO 3JIOYMBILIJIEHHHKHA noJjiy4at DIOCTYyM TOJIBKO K OJHOMY TBOEMY I'lpO(i)HJH'O B
d HE KO BCeM;

BYMENT POAWCAN
RO MDA

= .4, Eciu Te6s B3nomanu, 1o HeobxommMmo NpeAYNPEeaUTh BCEX CBOMX
3HaKOMBIX, KOTOpble n0baBneHsl y TeGs B ApY3bSiX, O TOM, YTO TeOs B3TOMaNH M,
BO3MOXHO, OT TBOEro MMeHM OyJaeT pacChUIaThCs CIIAM M CCBLIKH Ha (HIIMHTOBbIE
CalThI;
3. Ycranosu HanexHsli napons (PIN) Ha MOGHIBbHEL TCHGQ)OIJ
6. Otkoun coxpanenue napouis B Opay3epe;

1. He otkpeiBaii ¢aiinel u apyrue Biokenns B nuchmax n%?xe €CJIH OHH

)

MPHILLTH OT TBOMX Apy3eH. Jlyuiue yrodynu y Hux, oTnpasisuiu 14 ouu Tefe 3T baiinsl.




