
llHQopuaruoruaa nausnca Alr, HecoBeprrreHuolrerHrd
no aonpocau ru6e@o[acrocr B oeru <<llrrrepreo

KounrrcreoHue anovcul

Kounrtorepuufi ar.rpyc- ero pa3HoBxaHocrB KoMnbrorepHr,rr npofpaMM,orJr'rrrrenbHofi oco6esrocrrro xoropofi rBJrrerc, cnoco6uocrr'K pa3MHOXeHHro(xonnpoaauurc). B gonolreH'e K 3ToMy, B'pycbr Moryr noBpeA nrb Htlrl noJrHocrbroyHHqroxHTb ace Qafi.nrr H ,UaHHHe, noaxoHTp.JrbHbre ,,orb3.Barenlo, or I{MeHr.rI(oroporo 6rula :arryuexa :apax€uuar npoFpaMMa, a raxxe noBperlT' ,rM aaxeyH[r{Toxr.rrl onepaqxoH}ryrc cncreMy co BceMx eafilarur.r B rIeJloM. B 6orrurnHcrsecnyqaeB pacflpocrpaH{rorc, Br.rpycbr 
".p", 

n"r.p*ir.

Merolu 3au[Tbt or BpeaonocHbrx [porpaMM:

I' zcnolrryfi coapeueunHe onepau'oHHLrec,creM'r, uMelou-{ue cepbe3HbriiypoBe-{6 3arqxTEt oT BpeAoHOCHETX npofpaMM;
2. flocrosHno ycranaaanaafi narqu (quQpoaue 3annarKr.t, KoropbteaBToMarHqecKH ycraHaarrlBarorc, c uenuo aopa6oi*n nporpurrarvr4r) 

' 
u 4pyr-ueo6xosneHr'rr caoefi onepaunou'ofi c,creMbr. cxaqusai ux roJrbKo c q$nqraarHoro

cafrra parpa6orqr.rra OC. Ecnu cyutecrnyer pexuM aBToMaruqecKoro o6HosneHnc,
BKJIK)qI,I eno;

3. Pa6orafi Ha cBoeM KoM[brorepe nor npaBaMr.r noJrb3oFarenr, a Hea.qMr{Hucrparopa. 3ro He flo3Bonr.rr 6olruruxcrry BpeAoHocHbIx nporpaMM
HHCTaJInr.rpoBaTbct Ha TBOeM IIepcoHturbHoM KOMnbroTepe;

4. Hcno.ntryfi auTuBr.rpycHrre nporpaMMHbre poAyr<tbr ,3BecrHbtxnpon3BoA[Terefi , c aarouartqecrnM o6uoaneunelr 6ar;5 OrpaHrvr $u:avecrcnfi Aocryl x KoMnb]orepy rJu nocropoHHux n]iq;6. Hcnoaryfi BHeuHr{e Hocr.rreJru r.rrQopr_,raur.ru, TaKHe KaK Qleurxa, rHcK Anu
Qafin n: Hurepnera, ToJtbKo u3 npoBepeHHbrx l,rcroqHnKoB;

7. He orrprraafi KoMnbrorepHhre Qafiirsr, noJryqeHHble fi3 HeHaaexHbtx
ncroqHHKOB' laxe re saftn', KOTOpbre np'cnaJr rsofi :Haxovrrfi. Jlyvue yrovH y Hefo,ornpaallfln lt oH re6e sx.

Cern WI-FI

C noMotrlbro WI-Fi . nroxso nonyqlrb 6ecrr,raruufi HHTepHer_locryn Bo6ulecrseHurrx Mecrax: raQe, orelex, ,op-""r* rreHTparx 14 a3ponoprllx. Tar xetBrrercr ou'qsofi B.3MOXHOCT'T. B'rxoaa n HHrepner. Ho 
-rr'Hoiue 

fxc,,eprbrcr{HT{uor, .no o6ue.uocrynaue WiFi cerH He ,Brqrorc.s 6egonacHrn,ti.

CoserH no 6elouacnocrr pa6orsr s o6ueaocrynxux cerrx Wi+fi



] He nepeaaaafi cBoro nuqHyro uxQoprraautro vepe: o6ule4ogrynHge Wi-Ficern' Pa60ra-a B HUX, XeJrareJrbHo He BBOAXTb naponfi Aocryna, JrorHHbr r.r Kar(He-ro
HOMepa;

2. I4cnonrryft H o6HoBnrfi aHruBrrpycHHe nporpaMMbt a 6pqHanrayrp. Terra
caMhrM rbl o6esonacaurs ce6r or 3aKaqKu Bupyca Ha rroe ycrpoficrno;

3. llpn acno.nraosa'ux Wi-Fi orK,rroq, Qyrr*u",o <<O6urnfi ,qo*ryn x dailauI'r npuHTepaM>. {auuar Qyuruur 3aKpbrra no yMonqaHHp, oaHaKo na*orop",a
noJr630BareJrn arffHBnpyror e€ a-qc yao6crBa HcnoJrb3oBaurr s pa60re r.rrdu yve6e:4. He ucnonmyfi ny6lr.rvnufi WI-FI anc nepeAaqn JrnlrHbtx aaHHr,lx.
HanpnMep, anr Bblxola B couraJrbHhre ceTu vrrw B 3neK.rpoHHyro noqry;

5. Hcnotrzyit ron'Ko 3arqu IeHHoe coe.u'HeH,e vepe: HTTp$, a He HT-I'p,
r.e. npu ua6ope ee6-a.qpeca BBo.ulr uMeHHo <https://>l

6. B n'ro6ulsnou rereQoHe orKJ'oqH Qynxqurc <fio.q*rc.rdH,e x wi-Fi
a_BTOMa-rHr{ecKn>. He l0nycrai anrouaruqecKoro noA(Jr}ouenu.n ycrpoficrBa K cerrM
Wi-Fi 6es rBoero cor;racur.

Couxalrgure cetx

counaruua.s cerl - 3To cafir, xoropur npe4ocraa,rrer Bo3Moxuocrb nroarM
ocyqecrBnrrb 06u1eune nrex.qy co60fi B r.rHTepHere. gaqe ncero B Hr.rx rnr Kax.qoro
qeJroBeKa Bbt.qenrercr cBor rHrrHau crpaHrrqKa, Ha xoropoft ou yxa:rireaer o ce6e
p€BruqHyro t'tHQopruaqr,rrc, HaqnHar or IlMeHH, $aVUnUU H 3aKaHqrBar JrLrqHbrMH
tpororpaQr.rn.ru. Msorue rroJtb3oBareJru He noHuMaK)T, vro r,'rQoprrlaqur, pa3MeqeHHa,
l'rMr{ B coqxanbHbtx cer.rx, tuoxer 6urr HaitAeHa n [cnoJI630BaHa KeM VrOnHO. B TOM
qacJre He o6crarersHo c 6aaruvu HiMeDeHr,rtMu.

OcnoanHe coBerbt no 6elonacuocrx B couHa.,rbHbrx cerflx:

l. Orpaxuvr cnucoK Appei. V re6c s lpy3brx He aonxHo 6urs c,ryrafiuux
r{ He3HaKoMbIx .nrcaefr;

2. 3aqr,ruafi cBoro qacrHyro xmsr. He yrasunafr tlaponn, rele@Hsr, aapeca,
.qary rBoero poxaeHur n Apyryrc nrqHyrc nHQopuaqnro. 3loyuuumeHHuKll MoFyr
HCnOJrb3OBaTb AaXe HHQOpMaT{r{rc o ToM, KaK Tbt H TBOH

npoBecTH KaHHKyJrbt;

3. 3auliuai cBorc penyraunlo - Aepxu ee B qncrore
xorea 6u ru, qro6u Apyr[e nonb3oBareJrl,t BHAeJru, qro rbl
npex,ue qeM qro-To ony6lnxonarr, Hilnucarb H 3arpy3nTb;

4. Ecrl ru FoBopurub c JuoAbMH, Koropbrx He 3HaeuJb, ue ucnolsryfi cnoe

Vz6erafi pa3Meulenr.tr QororpaQnfi a HHrepHere, rge ru t:o6paxeH Ha

poar.rTenx nJraHHpyeTe

H ra.qasafi ce6e nonpoc:
:arpyxaeurr? floayr'lafi ,

peaJrbHoe sMr x Apyryrc nrqHyro llHQopnraqru: HMt, Mecro xHTerbcrBa, rvecro yre6rr
H npoqee;

MecrHocru, no rolopofi MoxHo onpe.uerurB TBoe MecrononoxeHne;
6. flpu perncT paqfiH B couHaJlbHofi ceru Heo6xoarlr,ro l.tcrrollb3oBarb cjroxHbre

napon[, cocrorrlue r: 6yxa u qlrQp H c KoJrHqecrBoM 3HaKoB ne ueHee 8;



7. .{.nr coqualsHoi ceru, noqrbr r ApyrHx cafiroa xeo6xoAr{Me HcnoJrb3oBarb
pa3Hhle napoJll'r. TOr4a ecru re6g gg,l0Malor, To 3JIOyMbrrxJreHHr.rKU noryqar aocryn
TOJTbKO K OAHOMy Mecry, a He BO BCe cpa3y-

3.nerrDouuue nensrn

?lerrponHrre AeHbru - 3To oqeHb yAo6Hufi cnoco6 rurar6xefi, oaHaKo
cyuecTByroT MoUIeHHHKH, KOTOpbre xoTrT noJIJAr,rTb 3TH IeHbFr,.

3.nerrpoHHr,re aeHbni flotB'Jrr,rc' coBceM HeAaBHo H HMeHHo rd3-3a 3Toro Bo
MHOTHX rocylapcrBix ao cI,Ix nop He nponHcaHo npo HHx B 3aKOHax.

B Poccur, xe oHr4 $yHxqnorupyror r.r o Hr.rx yxe nporr'caHo B 3aKoHe, r,rle Hx
pa3Aentlor Ha HecKoJrbKo BH.qoB - aHOHHMHbte U He aHoHl.rMHrre. paruugla B ToM, qro
aHoHuMHHe - 3TO Te, B KOTOphrx pa3pelrasrcr npoBoAHTb onepaunu 6e: u.{eHruQr.rxaquu
NOJIb3OBATCJT', A B HE AHOHUMHbIX

o6csarersxofi.
HAEHTHQI.IKAIIHH NONb3OBATqNC'BJI'ETC'

Tarxe cJreAyer pa3Jrxqarb sneKTpoHHbre QuarHue .ueqbrl (paBHbr

paBHbrrocyAapcrBeHHEIM nanrcrav) H 3JreKTpoHHBre

roCyAapcTBeHHutrl ealrcrau).

OcHosrsre coBerH no 6eronacsofi pa6ore c sJteKTpoHHstMlr AeHbraMx:

l. flpr.rarxu K cqery uo6u.nrnr,lfi releQox. ?ro cauufi yAo6HHfi N 6ucrprrfi
cnoco6 BoccraHoBl.rrb ;locryn K crrery. flpunmaHHslfi releQon nqMoxer, ec;rr.l

:a6yleur csofi nrarexHufi napolr urfi sai,qeurr ua cafit c He3HaKoMoro ycrpoficrna;
2. Vcnontzyir oAHopa3oBrre naponx. Iloc,re nepexoAa Ha ycnneHHylo

aBropl{3aur,rrc re6e yxe ue 6yaer yrpoxarb onacHocrb Kp.Dr(H r.r!'t[ repexBara
IJIaTe]KHOTO naponr;

3. Brr6epr.r cloxnrrfi flapoJrb. flpecrynHuxar'r 6yAer ne npocro yraAarb

HeQnarurre aeHbrt4 ( ne

caoxHrrfi naponb. Ha4exnue naponu - 3To napoJrn, KoropHe coaepx{r ne uesee 8

3HaKoB H BxJrrcqator n ce6r cT povHbre r.r nponxcHue 6yrasr. quQpbr H HecKonbxo
cHMBOJIOB,

StROng!;;
A

TaKI{e KaK 3HaK aoJurapa, Qynra, nocrrnqaremuufi 3HaK H r.1t. Hanpurvrep,

He seo.utr cBorl JrHrtHHe .uaHHhIe ga cafirax, KoropbrM He loBepte[Ib.

?rerrponHa.r floqra - 3To rexHoJrorlrr H npeaocraureMble e$ ycJtyru no
nepecbrJrKe H nonyrreH[n 3neKrpoHHbtx coo6utengfi. Koropbre pacnpeAenfl]orcr B

KoMnbrorepHofi cerr. O6HqHo :ler, ponnufi no.{rosHfi ruruK BbrFJu.uHT cneayrou.lnM
o6parou: HMx_noJrb3oBarenx@nv-r AoueHa. Taxxe KpoMe nepeAaqlr npoeroro reKcra.
[Meerct Bo3Moxnocrb neDeaaBarb dafilrr.

OcnosHbte coBerH no 6eronacHof, pa6ore c ?JteKTpoHHof, noqrofr:



I. Hago au6paru npanulsHufi noqrosufi cepBxc. B hirrepHere ecrr
ofpoMabrfi ru6op 6ecularHbrx nor{ToBbrx cepBxcoB, o,uHaKo nyque roBqprrb reM! Koro
3HaerIIb n rro nepauE n peiraure;

2. He yraruaafi s rfi.tHofi noqre nr.trtHyro uuQoprrraurarc. Haqprr"rep, lyrure
nrt6part ((My3brKurJrbHbtfi_Qauar@> r,tnu (poK20 I 3 )) BMecro <reva I 3>;

3. Hcnonreyfi aayx3TanH).ro aBTopr{3aunro. 3ro xorAa noMHMo napoJu HyxHo
BBoAHrb KoA, [pncBuraeuufi no SMS;

4. Bu6epu cloxxui lrapon6. AJrs xax.qoro [oqroBoro sulnxa .qolxes 6urr
caoi uaqextufi. ycrofivunsrfi K B3noMy napoJrb;

5. Ec:ur ec'rs Bo3MoxHocrb Hanucarb caMoMv csoft ,'rrquHi BonDoc.
ucnomryfi 3ry Bo3MoxHocrb;

6. hcnonrryi HecKoJrbKo noqToBhrx flrIHKoB. flepaui ;Anr qacruoi
nepenl{cKn c aApecaraMr.r, KoropbrM Tbr AoBeprerxb. 3ro onerrpoHxufi Egpec He Ha.uo

Hcnorb3oBarb npu perucrpaqun Ha QopyMax n cafirax;
7. He orxpuraft Qafinu n apyrxe BJroxeHr.rr B nucbMax A4xe ecJrn oHr.r

npnrxnfi or rBoHX appefi. Jlyvrue yroqHx y Hr.rx, ornpaBJu:rr.r rr oHH rede rrr.r $afirur;
8. flocae oxoH.raHur pa6oru Ha norrroBoM cepBr.rce nepq,a 3aKpbrrr.reM

BKra.[KH c cafiToM He 3a6yAb HrDr(aTb Ha (BbrfiTH)).

arpeccHlo, 3anyrHBaHHe; xyJrHraHcrBo;
pa3JrnqHbrx HHTepHeT-cepBr.rcoB.

counaJlbHoe oor{KorHpoBaHHe c noMolllblo

xar ce6r Becrr r.r,

Eclu ru HaqHe[rb

Kn6ep6y.nnrxr - npecne.uoBaHr.re coo6ueHucMr.r, coAepxaurr{Mr4 ocKop6neHfit,

Ocnosxbre coBerbr no 6opr6e c rx6ep6y.n.nnnrou:

l. He 6pocaicr n 6ofi. Jlyvruufi cnoco6: rocoBeroBarbcc
ecJlu Her roro, K KoMy MoxHo o6parntscr, To BHaqtule ycnoKol,rrbct.
orBeqarL ocxop6neHHrMfi Ha ocKop6JIeHHt, To roJIbKo eu{e 6onbure pa3oxxeub
KoHonHKr;

2. Ynpaarrfi cBoefi Kx6eppenyralllefi;
3. AuoHnuHocrg B cerr,t MHHMzII. Cyuecrayror cnoco6u BbrtcHlrrb, KTo crol'tr

3a aHoHr,rMHSlM aKKayHTOM:
A He crour Becrlr xyJrufaacrrafi o6par nuprya.nrHoi xn:En. HHrepuer

Qnxo.rpyer Bce rBor4 Aeicran-s coxpaHrer ux. YAalrrr tx 6yaer rcpafrHe

3a'rpyAHr{TenbHo;
5. Bear ce6s BexrHBo;
6. Hruopupyfi eauHrl.{Hrtfi HerarHB. O,quopa:oaue ocxop6urelrHrte

coo6ueHnr nyque [rHopupoBarb. O6uquo arpeccnt npeKpaxraerct sa uaqa.nrsofr

cTa.4l,[ti
7 . 6aH arpeccopa. B nporpavr..rax o6neua MrHoBeHHbIMr4 coo6ureHfitMtl,

coqraJrr,Hbrx cerrx ecrb Bo3MoxHocrb 6lortporxn ornpaBKu cdo6qeur,li
onPe.uereHHblx aApecoB;

B

JIJI||HT t|Jlf, Bl| aJlbHoe t|3]IeBaTe.,|bcTBo



':

8. Ec.nu ru cB[,qerenb xr.r6ep6yr.nr.nrna. Teon Aeftcrnnn: Bbrcrynnrb nporr,tB
npecne.uoBarenr, noKa3arb eMy, rtro ero Aefictnnr oueHuBarcTcfi HerarHBHo,
no.qrepxarb xeprBy, xoropofi HyxHa nclxo.J'roruqecriu noMoxrb. coo6qars B3pocrbrM
o Qaxre arpecclrBHofo noBeAeHHc B cerH.

Mo6n.ntuufi rsredon

CorpeueuHne cr'.rapr$onu H uraHurerbr coaepxar n ce6e nnqnHe n:poclufi
Qyr,ruuoHan, H Tenepb oHI,r Moryr r(oHr(ypr{poBarb co crarruoHapHbrMn KpMnb}orepaJ\{H.
OAsaro, cpeAcrB 3auxrbr AJrr noAo6Hux ycrpoficrn [oKa oqeHb rraa,ro. TBcrupo BaH e u
noHcK yr3BHMocrefi g HHx npo[cxollHT He rax HHTeHcr.rBHo, KaK lrrr flK, r.o xe caMoe
Kacaerct r,r lto6ullHux npuloxexafi .

Coapeueu'sre uo6uruHue 6payreprr yxe npaKT'qecKr AorHa!'r14 HacroJrbHbre
aHirJroFr'r, oaHaKo paculpeHr.re Qyuxqr.roHa.na Meqer 3a co6ofi 6olruyro cnoxHocrb H

MeHbrxyrc 3arq[uleHHocTb.

{anexo He Bce nporr3BornTeJrn BblfrycKarcT o6xosneHur, 3aKpblBarourye
Kpr.rrnqecKxe yc3BHMocrH AJlr cBoux ycrpoficre.

OcnosH rre coBerbt lrc 6etonacnoctn mo6n.nruoro r.ele$oHa :

I . 6yAr ocropoxeH, aeAr rorna re6e npellararor 6ecnlarHuft roHreHT. B HeM
uoryr 6urr cKpbrrbr KaKHe-To rutarHhre ycnyru;

2. lyuai, npex.ue qeM ornpaBr{rs SMS, @oro uan efi,qeo. Trr ror{Ho 3Haerlb,
rAe oHrl 6yayr e roneqxou srore?

3. I leo6xoAlluo o6Hoa.urr onepauuoHHylo crcreMy rnoero cMaprQoua;
4. Hcnons:yfi aHT[BtrpycHbre nporpaMMLr a.[c no6uruHHx reheQoHor;
5. He rarpyxafi npr,rroxeHr{q or Hen3BecrHoro HcroqHHKa, tselb oHH MoryT

coAepxarb BpeAoHocHoe nporpaMMHoe o6ecne.{eHrre;
6. Ilocle roro rax rH sHfi,{eut c cafira, rae BBoAHJI JruqHyrg aH$opr,.rauuro,

safi.qu g xac'rpofixr.r 6pay:epa u y1arr cookies;
7. flepNo.qnvecru npoaepafi Kaxue nrarHbre ycJrynlr aKTHBnppBaHH Ha rBoeM

HOMepe;

8. lanai croi Horrlep uo6tlrxoro releQoHa roJrlKo Jrro.uqM. Koropbrx rbr
3Haerub H KoMy AOBepCeUbi

9. Bluetooth AoJIxeH 6srtr asrrrroqeH, KofAa rbr t M He nolr:veurcr. He
ra6srnafi HHorAa flpoBeprrb 3To.

(Dntuntrr uln xDaxa ltqnux laxnux

_ frasHar qers $nuruHr - an4a I,Iurepner-Mo[reHHfir{ecrBa, cocrqHT B noryqeHrH
roHQraAeHur,ralbHbrx aaHHbrx noallosarerefi - irorr,rHoB r.r napolefi. Ha aHrrNficropt
r:uxe phishing qr4raercr rcax QnuuHr (or fishing 

- psl6Har rroB4r, passworcl 
-napo.nr).

Ocrronnsre coBerH no 6ops6e c Qnrunnrou:



l. Caearr sa coouM axKayrilou. Ecmr ru no4orpeBaeurb, qro
ro seoSxo4nro ra6nonrpooan ee u coo6uurrr anan 

"cloo sToM ftax MoxHo cropee;
2. I,lcnonroyi 6csonacuue ae6-caftru, B ToM quc[e,

IIOICKOBbIX CTSTCM;

3. I4cnonrcyi croxuf,re lr pa3rnre uapomr. Taxnu

$am' To :UIoyMEIIIIJI€HHITTf, rcJIyqaT AOGTyII TOJIBKo K o.Urorrdy
ffilaHeKoB@M;

4, Ec.nn rc5r EsrroMaru, lo neo6xo.unro
3HaxoMEDq KoropEre AoSaBJIeEr y re6r B Apy3hnq o roMr trrro
Eqllaoxno, or rEo€no nxexr 6yAer pacclrnarbc, crraM rr ccllrxu
calTbr;

Ycranons nqAexrcd rraponr (pIN) Ha Mo6rurlHLrf
Orrirrorrr ooxpanerrne uponr s 6poFepe;

5.
6.
7. He orrtprnaf, Qaftru a Apyme BJro:rennx B nscbMa(

IIpEIInu ot rrolor 4pyre[. Jlynue powru y HD(, ompaaJrrmr m{ oBr{

anrem6uaa

ec.nn rc5r
npoSnnon

BCeX cBol,tx
B3'IOMAJI'I I|,

Qrunnonue

ec,Ir{ oHll
orr Qatmr.


